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Summary of the Claimed Subject Matter 

Independent claim 1 recites an information distribution 
system. Application , pp. 6, 11. 14-16, Fig. 1. The 
information distribution system includes a key management 
server for managing secret keys and public keys 
corresponding to given attribute values. Application , pp. 
14, 11. 14-19, Fig. 1, item 10. A user terminal accesses 
the key management server to obtain attribute secret keys 
generated based on the secret keys. Application , pp. 14, 
11. 20-24, Fig. 1, item 30. Furthermore, the attribute 
secret keys correspond to attributes identifying the user 
terminal. Application , pp. 12, 11. 13-18. 

Claim 2 is dependent on claim 1 and recites that the 
provider terminal distributes the encrypted content without 
specifying an address of the user terminal that is to 
receive the encrypted content. Application , pp. 23, 11. 19- 
26. 

Independent claim 4 recites a server that includes a key 
storage for storing secret keys and public keys 
corresponding to predetermined attribute values. 
Application , pp. 12, 11. 13-18 and Fig. 2, item 12. The 
server also includes an attribute secret key generator for 
obtaining a set of given attribute values and generating 
attribute secret keys corresponding to the set of attribute 
values based on secret keys corresponding to the attribute 
values among the secret keys stored in the key storage. 
Application , pp. 12, 11. 9-18 and Fig. 2, item 11. A 
sending/receiving unit receives the set of attribute values 
from a given user terminal and sends the attribute secret 
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keys generated by the attribute secret key generator to the 
user terminal. Application , pp. 7, 11. 8-11. Furthermore, 
the attribute values identify the user terminal. 
Application , pp. 10, 11. 30 -pp. 11, 11. 2. 

Independent claim 6 recites an information processing 
apparatus that includes a criteria key generator for 
obtaining public keys corresponding to attribute values 
indicating attributes identifying a recipient to which a 
content is to be sent and using the public keys to generate 
criteria keys that can be decrypted by secret keys 
corresponding to the public keys. Application , pp. 12, 11. 
12-20, pp. 18, 11. 9-14 and Fig. 2, item 22. The apparatus 
also includes an encrypted content generator for encrypting 
the content based on the criteria keys. Application , pp. 
13, 11. 3-11 and Fig. 2, item 21. Furthermore, a sending 
unit is used to send the encrypted content without 
specifying any recipient of the content via a network. 
Application , pp.7, 11. 18-20. 

Independent claim 9 recites an information processing 
apparatus receiving a content distributed over a network. 
Application , Fig. 1. The apparatus includes a 

sending/receiving unit for accessing a key management server 
managing secret keys and public keys corresponding to given 
attribute values to receive attribute secret keys 
corresponding to attributes established for identifying the 
information processing apparatus. Application , pp. 7, 11. 
26 - pp.8, 11. 2. The attribute secret keys are generated 
based on the secret keys. Application , pp.8, 11. 1-2. A 
decryptor is used to obtain an encrypted content and decrypt 
the content based on the attribute secret keys. 
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Application , pp.8, 11. 2-3, pp. 13, 11. 18-24 and Fig. 2, 
item 32. 

Independent claim 20 recites an information distribution 
system including a service provider managing secret keys and 
public keys for given attribute values. Application , pp. 8, 
11. 18-20, Fig. 8, item 800. The system also includes a 
plurality of user terminals for accessing the service 
provider to obtain attribute secret keys corresponding to 
attributes identifying the user terminals. Application , pp. 
8, 11. 20-23, pp.14, 11. 20-24, Fig. 1, item 30. The 
attribute secret keys are generated based on the secret 
keys. Application , pp.8, 11. 1-2. Furthermore, a given one 
of the user terminals generates an encrypted content and 
sends the encrypted content to one or more of the other user 
terminals. Application , pp. 9, 11. 6-12, Fig. 8, item 810. 
The encrypted content is decryptable by the other user 
terminals having the attribute secret keys corresponding to 
given attributes by means of the public keys. Application , 
pp. 9, 11. 12-16. 

Independent claim 21 recites an information distribution 
system including a key management server for managing secret 
keys and public keys for given attribute values. 
Application , pp. 14, 11. 14-19, Fig. 1, item 10. The system 
also includes a plurality of user terminals for accessing 
the key management to obtain attribute secret keys 
corresponding to attributes identifying the user terminals. 
Application , pp. 8, 11. 20-23, pp.14, 11. 20-24, Fig. 1, 
item 30. The attribute secret keys are generated based on 
the secret keys. Appl icat ion , pp.8, 11. 1-2. Furthermore, 
a given one of the user terminals generates a group key and 
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sends the group key to one or more of the other user 
terminals and provides a content. Application , pp. 9, 11. 
6-12, Fig. 10, item 1010. The encrypted group key is 
decryptable by the other user terminals having the attribute 
secret keys corresponding to given attributes by means of 
the public keys. Application , pp. 9, 11. 12-16. 



